
POST OF INFORMATION SECURITY ENGINEER (GRADE III - CLASS II)

ASSISTANT MANAGER GRADE 

Information Security Engineer– Grade III Class II (Assistant Manager Grade) would be reporting to the Chief Manager (Information Systems 
Security) and would play a key role in Information Security related Technology Administration, Monitoring, Incident Response and Technical 
Vulnerability Management for the Bank.

ELIGIBILITY REQUIREMENTS

 1. Candidates should be citizens of Sri Lanka
 2. Educational /Professional qualifications
  � Bachelor of Science in Information Technology or equivalent from a recognized university

and
  � Certifi cation such as C|EH, GISP or equivalent
  � Masters Degree in Information Security  would be an added advantage

 3. Experience
  � Minimum 2-3 years experience in Information Security/ Network Security/ System Security or Application Security domain(s).
  � Experience in administering SIEM, DLP, MDM, and other Network Security Technologies
  � Experience in monitoring  with SIEM, Firewall, IPS and other technologies with technical Incident Response capabilities.
  � Hands on experience in conducting and / or coordinating vulnerability and web application security assessments for enterprise systems

 4. Age Limit
  � Below 35 years

KEY RESPONSIBILITIES

  � Administering SIEM, DLP, MDM and other Network Security Technologies
  � Information Security Event Monitoring with SIEM and other technologies and Incident Response to facilitate a SOC operation.
  �  Respond to Information Security incidents and alerts from logs and alerts from log sources (Firewall / IPS / WAF and other) and 

correlation systems.
  � Develop strategies and controls to recover from breaches and threats
  � Develop/Analyse SOC reports and follow escalation matrixes and investigate incidents reported or captured
  � Conduct or coordinate Vulnerability Assessments and Penetration Tests and follow up implementation of recommendations
  � Support ISO 27001:2013 and PCI DSS compliance activities
  � Ability to work after offi ce hours and with minimal supervision

TERMS OF EMPLOYMENT

 This position will be on permanent basis subject to a probationary period of one year.

SALARY SCALE Rs. 79,740/-  –  109,740/-
                                                          (1500 x 20)                  
  The initial monthly gross salary will be Rs. 173,869/-  approximately.

-------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

POST OF ASSISTANT MANAGER - INFORMATION SYSTEMS SECURITY

GRADE III - CLASS II
The Assistant Manager (Information Systems Security) -  Grade III Class II would be reporting to the Chief Manager (Information Systems Security) 
and would play a key role in Information Security Governance, Monitoring, Incident Response and Compliance Reviews.

ELIGIBILITY REQUIREMENTS

 1. Candidates should be citizens of Sri Lanka
 2. Educational /Professional qualifications
  � Bachelor of Science in Information Technology or similar from a recognized university
  � Certifi cations such as CISM or similar and certifi cations or trainings such as ISO 27001 Lead Auditor or similar
 3. Experience

  �  Minimum 3 years’ experience in Information Security domain, Network Security, Application Security, Information Security 
Governance or related domain.

     Or
  � Minimum 2 years’ experience as a Junior Executive in a similar position in a reputed organization (preferably in a bank or a fi nance institute).
    And
  � Experience and knowledge in ISO 27001 certifi cation and compliance process.
  � Experience with PCI DSS implementations would be advantageous.

 4. Age Limit
  � Below 35 years

KEY RESPONSIBILITIES

  � Conduct Internal Audits for ISO 27001:2013 and other security compliance reviews for maintaining ISO 27001 for the Bank
  �  Conduct Information Security reviews on IT infrastructure as per bank’s Information Security Policy and recommend controls and best 

practices
  � Follow up on compliance reviews, gap assessments by independent third parties and Internal Audit Division.
  � Conduct Risk Assessments and Business Impact Assessments.
  � Support Business Continuity Management related tasks and other similar tasks.
  � Conduct Vulnerability Assessments and technical confi guration reviews for systems
  � Support PCI DSS compliance related activities

TERMS OF EMPLOYMENT

This position will be on permanent basis subject to a probationary period of one year.

SALARY SCALE Rs. 79,740/-  –  109,740/-
                                                         (1500 x 20)                  
 The initial monthly gross salary will be Rs. 173,869/-  approximately.              
---------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------               

POST OF EXECUTIVE - INFORMATION SYSTEMS SECURITY

GRADE III - CLASS III
The Executive (Information Systems Security) - Grade III Class III would be reporting to the Chief Manager (Information Systems Security) and 
would play a key role in Information Security Monitoring , Incident Response and technical vulnerability monitoring for the bank.

ELIGIBILITY REQUIREMENTS

 1. Candidates should be citizens of Sri Lanka
 2. Educational /Professional qualifications 
  � Bachelor of Science in Information Technology from a recognized university.
  � Certifi cations such as C|EH or similar 
 3. Experience :
  � Minimum 2-3 years’ experience in Information Security domain.
  � Experience in monitoring with SIEM, IPS and other technologies with technical Incident Response capabilities.
  � Conducting vulnerability and web application security assessments for enterprise systems.
 4. Age Limit

  Below 35 years

KEY RESPONSIBILITIES

  � Information Security Event Monitoring with SIEM and other technologies and Incident Response to facilitate a SOC operation.
  �  Respond to Information Security incidents and alerts from logs and alerts from log sources (Firewall/IPS/WAF and other) and correlation 

systems.
  � Develop SOC reports and follow escalation matrixes and investigate incidents reported or captured.
  � Conduct or coordinate Vulnerability Assessments and penetration tests and follow up implementation of recommendation

TERMS OF EMPLOYMENT

This position will be on permanent basis subject to a probationary period of one year.

SALARY SCALE Rs. 62,060/-   –   81,660/-
                                                           (980 x 20)

The initial monthly gross salary will be Rs. 150,532/-  (approximately)

The applicants selected for the above posts will enjoy fringe benefi ts of medical assistance scheme, housing loan/ other staff loans at concessionary 
rates of interest, superannuation scheme with both Provident Fund and ETF benefi ts and non-contributory pension scheme. 

SUBMISSION OF APPLICATIONS

Applicants must use our standard application form which is available in the National Savings Bank Website www.nsb.lk. Applications should be 
sent under Registered Cover to reach the undersigned on or before 28.04.2023. An applicant cannot use any other channel in forwarding the 
application. 

Photocopies of the educational/professional & experience certifi cates should be attached together with the application. Applicants who fail to attach 
the relevant certifi cates will not be called for interviews.

Any form of canvassing will lead to immediate disqualifi cation and the Bank reserves the right to call only the short-listed candidates.

The post applied for should be stated on the top left hand corner of the envelope.

Deputy General Manager (HRD)
HRD Division 
National Savings Bank
Head Offi ce 
Colombo 


