PEOPLE'S BANK

People’s BanR, a premier bank in Sri Lanka with the largest customer base providing innovative financial solutions to its
diversified clientele for over six decades and as a conducive environment for those who strive to achieve excellence and believe
in professionalism, the banR is looRing for a talented & dynamic individual to fill the following vacancy.

CHIEF INFORMATION SECURITY OFFICER

The Key responsibilities among others of the Chief Information Security Officer are as follows.

Establishing and maintaining the BanR'’s information security strategy and program to ensure information assets and technologies are adequately
protected, by aligning with corporate strategy and adopting global best practices.

Govern the Information Security Management System of the bank.

Develop and formally establish Information Security policies and procedures by aligning with security strategy and ensure their
implementation throughout the bank while Reeping them current with evolving environmental changes.

Ensure that the banR is in legal and regulatory compliance with the rules for relevant authorities, in terms of adherence to security best practices
and guidelines and work with other executives across different departments to ensure that security systems are working smoothly to reduce the
BanR’s operational risk.

Provide Leadership for major Information Security related projects in the Bank and acquisition of security related tools and products and ensure
implementation, maintenance and obtaining certification for Information Security related international standards relevant to the BanR.

Ensure the organization wide communication of the importance of achieving Information Security objectives, conformance to
Information Security policies, standards, responsibilities and obligations as well as the need for continual improvement of the
Information Security program.

Ensure regular security awareness throughout the BanR by covering each and every level in the hierarchy.

Manage the Information Security Incident Response Team and conduct electronic discovery and digital forensic investigations.

Ensure and evaluate the adequacy of business contingency requirements to determine the availability of information required to resume processing.
Liaise with security services providers, vendors and Financial Sector Computer Security Incident Response Team and other relevant CERTS, Security
agencies and law enforcement agencies to ensure information systems are protected and incidents are handled timely and effective manner.

IKey Requirements

Chief Information Security Officer shall possess at least one of the following qualifications
Master's degree in Information Security or Master's Degree in Computer Science/Information Technology specializing in Information Security
(ISC)2 Certified Information System Security Professional (CISSP) < GIAC Strategic Planning, Policy and Leadership (GSTRT)
GIAC Information Security Professional (GISP) <& ISACA Certified Information Systems Auditor (CISA)
ISACA Certified Information Security Manager (CISM) <> ISACA Certified in Risk and Information Systems Control (CRISC)

Experience
He /she should have a minimum of eight (8) years of experience in the field of Information Security including a minimum of five (5) years
experience in a managerial position.

Age
Age should be preferably between 40 years to 55 years as at closing date of applications

Method of Selection
Shortlisted applicants based on the stipulated qualifications and experience will be called for an interview.

Conditions of Employment
This will be a Executive Management position (equivalent to the grade of Assistant General Manager) on contract basis and performance will be
evaluated annually.

Remuneration
An attractive and negotiable remuneration package commensurate with qualifications and experience will be offered to the selected candidate.

Applications

Please send details of achievements and experience relevant to the job applied for together with your curriculum vitae along with copies of
certificates and contact numbers of two non-related referees. The post applied for should be stated in the subject line of the Email and should reach
the Email Address : recruitment@peoplesbanRk.lk on or before 05.03.2023.

An Email confirmation of receipt will be sent upon the receipt of the curriculum vitae. In the event a confirmation has not been received within a
reasonable period of time, you may inquire regarding the application on telephone numbers 0112481542/0112481416.

All applications will be treated in strict confidence and any form of canvassing will be regarded as a disqualification.

All incomplete and Non - complying applications will be rejected.

The Bank reserves the right to decide the number of vacancies, postponement or cancellation of recruitment or on any other information not
included in the advertisement.

Deputy General Manager (Human Resources)
People’s Bank - Head Office

NO. 75, Sir Chittampalam A Gardiner Mawatha,
Colombo - 02.
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