


STATE MORTGAGE & 

INVESTMENT BANK  

Career Opportunities at SMIB

SMIB, as the premier housing bank to the Nation, is in the process of restructuring the bank’s 

operation to offer a higher level of customer satisfaction and a wider variety of services. As 

such, we invite applications from candidates who have demonstrated dynamic leadership 

roles and make full commitment to achieve business goals with relevant quali cations and 

experience for the following posts.

INFORMATION SECURITY OFFICER

Key Responsibilities

• Identifying vulnerabilities in our current network.

• Developing and implementing a comprehensive plan to secure computing 

network.

• Monitoring network usage to ensure compliance with security policies.

• Keeping up to date with developments in IT security standards and threats.

• Performing penetration tests to  nd any  aws.

• Collaborating with management and the IT department to improve security.

• Documenting any security breaches and assessing their damage.

• Educating colleagues about security software and best practices for information 

security.

Quali cations

A Bachelor’s Degree in Information Security from a recognized University. 

Or

A Bachelor’s Degree in Information Technology, Computer Science, or Information Systems 

Management from a recognized University with one of the following quali cations.  

• Certi ed Information Systems Security Professional (CISSP)

• Certi ed Chief Information Security Of cer (CCISO)

• Certi ed Information Security Manager (CISM)

• Certi ed Information Systems Auditor (CISA)

• Certi ed in Risk and Information Systems Control (CRISC)

• Certi ed in the Governance of Enterprise IT (CGEIT)

• Information Security Management Systems Auditor/Lead Auditor (ISO27001)

Experience

Overall four (04) years’ experience in the  eld of Information Security with substantial 

experience in Information Security Policy and Programme Management in a reputed 

organization. Direct experience in handling Information Security Policy and Governance 

would be an added quali cation. The candidate should have good communication, 

interpersonal skills.

Remuneration

Salary Scale- Rs. 49,195-840 x 20 – 65,995 per month together with bank approved 

allowances. Monthly gross salary on this basis would be approximate.

Age - Not more than 40 years (However, the age limit will not apply to those already 

employed in a state sector organization)

General Conditions

Method of Selection   -    Inviting applications as per the recruitment policy and procedure of 

the bank. 

Selection by an Interview

Other Bene ts 

• Provident Fund contribution 15% by the employer and 10% by the employee. The 

bank contributes to the ETF

• The annual bonus of two months gross salary

• Housing loans at concessionary rates after con rmation in the service

• Bene ts under the bank’s medical scheme

• Encashment of unutilized medical leave

Closing Date for Applications   -   29/11/2021 

How to Apply  

Interested quali ed candidates should send their Curriculum Vitae and copies of their Educational/

Professional transcripts and the names, addresses and contact numbers of two professional non-

related referees via the below email address.

All applications will be treated in strict con dentiality and any form of canvassing will be 

regarded as a disquali cation. The Bank reserves the right to decide the selection, postponement 

or cancellation of recruitment or any other action and/or change the selection criteria for this 

recruitment. The decision of the Board of Directors will be  nal and conclusive.

 Applications should only be sent via careers@smib.lk 
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